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Context

Cybersecurity is constantly playing catch-up:

● Well organised and competent attackers
● New unknown zero-day vulnerability attacks
● Complex threat behavior
● Prolonged undetected activity over multiple hosts
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Current Situation

“Information security continuous monitoring” (ISCM) program
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Current Situation

Examples of recent Advanced Persistent Threat (APT) attacks

1. Operation Socialist APT attack on Belgacom, 2013
2. Belgium targeted by the MiniDuke APT campaign, 2013
3. Pawn Storm APT attack against military, government and media 

organizations, 2015
4. StrongPity Waterhole Attack on Italian and Belgian Encryption users, 2016
5. APT28 (Fancy Bear) cyber espionage attack on Belgian and other European 

governments, 2018
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Proposed Solution

The Multi-agent Ranking (MARK) Framework goals

❖ Use of behavior-based detection heuristics
❖ Focus on detecting and analysing a set of APT characteristics
❖ Detect hidden Command & Control (CnC) channels
❖ Evidence aggregation
❖ Evidence presentation for analysis by domain expert
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Proposed Solution

The Multi-agent Ranking Framework
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The MARK Framework Aggregation
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The MARK Framework Implementation
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The MARK Framework Visualization
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The MARK Framework Visualization
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The MARK Framework Visualization
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Evaluation and Benchmarking

❖ In possession of real-world datasets for training and testing
➢ Large Government Agency proxy logfiles
➢ Enron SMTP dataset

❖ APT simulation and testing based on ground truth
❖ Estimate performance based on Receiver Operating 

Characteristic (ROC) curve and Area Under the Curve (AUC)
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Evaluation and Benchmarking
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Evaluation Scenario 3
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                          Results without Whitelisting Results with Whitelisting
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Detection Agent Examples (Frequency)
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Detection Agent Examples (Geo-Outlier)

17Evaluation of a Multi-agent Anomaly-based Advanced Persistent Threat Detection Framework - Georgi Nikolov



Future Work
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❖ Implementation of new detection techniques (for example 
using graph theory for APT detection)

❖ Incorporation of Weighted Ordered Weighted Averaging 
(WOWA)

❖ Using Machine Learning for parameter optimization
❖ Advanced visualizations following “Detection Through 

Visualization” methodology
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Questions

Thank you for your attention!
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Evaluation Scenario 1 (Extra Slides)
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                          Results without Whitelisting Results with Whitelisting
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Evaluation Scenario 2 (Extra Slides)
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