
Emerging Digital Services in 
Cyber Environments

Moderator
Nitin Agarwal, University of Arkansas at Little Rock, USA

Panelists
Valentin Plenk, Institute of Information Systems at Hof University, Germany

Eugen Borcoci, University POLITEHNICA Bucharest, Romania
Maryam Rezaeian, University of Gloucestershire, UK

Nitin Agarwal, University of Arkansas at Little Rock, USA

IARIA, SoftNet 2018, Nice, France 1



Valentin Plenk, Institute of Information Systems at Hof 
University, Germany

• Bio: Prof. Dr.-Ing. Valentin Plenk received diploma in electrical engineering from Technical 
University of Munich. In 1996 he passed his doctorate in the department of mechanical 
engineering of the Technical University of Munich in the field of surface roughness 
measurements. Since October 2000 Valentin Plenk teaches control engineering as a full 
professor at Hof University. After various small research projects he was elected dean of 
the department of engineering and managed the department from 2003 to 2007 and 
2009 to 2015. In his second term he headed the reorganization process that integrated 
the former textile department into the department of engineering. Since January 2016 
he leads the research team for Cyber-Physical Systems at Hof University’s Institute of 
Information Systems (iisys). Since January 2016 he is the scientific head of the Institute of 
Information Systems (iisys).

• Title: Stories from Digital Mobility Systems / User Assistance Systems / Citizen Science
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Eugen Borcoci, University POLITEHNICA Bucharest, Romania

• Bio: He is a professor at University „Politehnica” of Bucharest (UPB), Electronics, 
Telecommunications and Information Technology Faculty. His expertise, teaching 
activities and research have been oriented to specific domains of 
telecommunications and computer networks architectures, protocols, 
technologies and services. His current research interest is on new technologies 
like Software Defined Networking (SDN), Network function virtualization (NFV), 
Fog/edge computing, 4G/5G slicing, vehicular communications. He has published 
5 books, 4 textbooks and over 170 scientific or technical papers and scientific 
reports. He has been UPB team leader in many European research projects.

• Title: New services and use-case perspectives in the context of the 5G 
technology".
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Maryam Rezaeian, University of Gloucestershire, UK

• Bio: She is a committed IT specialist and researcher with experience at researching and teaching in UK 
academic institutions. Her qualifications include a PhD in Computing with IT Management and a MA in 
Computing with IT Management from the University of Gloucestershire. Her PhD focuses on Enterprise 
Resource Planning (ERP) using implementation models at small and medium enterprises (SMEs). The 
research reviewed existing implementation methods and main dimension of change (people, process, 
technology) to propose a new implementation model for SMEs to ERP vendors.

Her primary research interest is in the area of Management and Information Systems 
implementation and development in small and medium sized businesses in the developing world. Her 
research has always been the use of information systems to manage and support business operations. Her 
future research is to build on the foundation of her PhD and to investigate information management, 
computing for business, big data analytics, information systems implementation, particularly in developing 
worlds to support business operation in Manufacturing SMEs. She also uses theoretical analysis that allows 
exploration of design parameters across wider ranges and in isolation, and helps to understand the impact of 
each parameter on the observed behaviour of the system.

• Title: Cyber security and computer viruses: implications for the IT Service Desk
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Nitin Agarwal

• Bio: He is the Jerry L. Maulden-Entergy Endowed Chair and Distinguished Professor of Information Science at 
the University of Arkansas at Little Rock and the Director of the Collaboratorium for Social Media and Online 
Behavioral Studies (COSMOS). He researches cyber information campaigns, social computing, deviant 
behavior modeling, group dynamics, social-cyber forensics, data mining, and privacy. He has published 8 
books and over 150 articles in top-tier peer-reviewed forums with several best paper awards and 
nominations. His research is supported by grants from the National Science Foundation (NSF), Office of 
Naval Research (ONR), Army Research Office (ARO), Defense Advanced Research Projects Agency (DARPA), 
Air Force Research Laboratory (AFRL), Department of State (DOS), North Atlantic Treaty Organization (NATO), 
and a priority partnership with the Department of Homeland Security’s (DHS) Center of Excellence for 
Criminal Investigations and Network Analysis (CINA). He is IARIA fellow. Visit http://ualr.edu/nxagarwal/ for 
more details.

• Title: Disinformation in Cyber Environments
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Panel Outcomes

• Digital services have led to several innovative applications (Uber, Air 
BNB, etc.) that are of commercial impact, support citizen 
participation, and contribute to social good.
• However, security and privacy concerns persist
• To address these concerns, panel concurred there is a need for better 

education and awareness, stringent policies or regulations, and 
accountability. 
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 The 5G (fifth generation) networks, in E2E architectures 

 

 Driving forces for 5G - need of enhanced and new services for  

IoT, smart cities, industry, governance, IoV/automotive, 

safety/emergency,  entertainment, environment, etc. 

 

 5G- technology – aiming to  

 provide a large set of services for different categories of 

tenants/users 

 offer flexibility, high capacity/bandwidth, low response time, 

admit large number of terminals, energy saving, etc.  

 

 5G- high interest from : user communities, operators/ providers/ 

manufacturers, academia,  and standardization/fora organizations 

 3GPP, 5GPP, ETSI, ITU-T, GSMA, ONF, NGNM, IETF, IEEE, 

etc. 

 

 

New services and use-case perspectives in the 

context of the 5G technology 

Softnet 2018, Nice, 14-18 October  2018  
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 Three views/sets-of-requirements  for 5G  

 

 user-centric (uninterrupted connectivity and 

communication services, smooth consumer experience  in 

various contexts) 

 

 service-provider-centric (connected intelligent systems, multi-

tenant, multi-domain capabilities, large area of IoT services, 

critical monitoring/tracking services) 

 

 network-operator-centric (scalable, energy-efficient, low-cost, 

efficiently managed, programmable, and secure - 

communication infrastructure) 

 

New services and use-case perspectives in the 

context of the 5G technology 
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 Network slicing – important  5G concept : resource sharing (with  logical 

isolation ) among multiple tenants/users or network operators in a multi-

domain context 

 

 Each slice can be  customised for a given set of services with flexible 

set of QoS/QoE guarantees for users 

 

 On demand, concurrent deployment of multiple E2E logical, self-

contained and independent shared or partitioned networks on a 

common infrastructure platform 

 

 E2E concept :  covers all network segments : radio, wire access, core, 

transport and edge networks.  

 

 

 

 

 

New services and use-case perspectives in the 

context of the 5G technology 

Softnet 2018, Nice, 14-18 October 2018  

Slide 4 



 

 Network slicing – in cyber environments 

 Isolation - requirement for parallel slices running on a shared underlying 

substrate  

 Isolation aspects:  

 Performance:  

 each slice is defined to meet particular service reqs. (KPIs) 

 service-specific performance reqs. should be  always met on each 

slice, regardless of the congestion and performance levels of other 

slices.  

 

 Security and privacy:  

 Attacks/faults  in one slice must not have an impact on other 

slices 

 mgmt issues: each slice must have independent security functions  

• to prevent unauthorized entities to have r/w access to slice-specific  

configuration/management/accounting information 

• to record any of access attempts, whether authorized or not 

 

 

 

New services and use-case perspectives in the 

context of the 5G technology 
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 5G slicing example- different slices  are dedicated to a set of servcices 

 

New services and use-case perspectives in the 

context of the 5G technology 

Softnet 2018, Nice, 14-18 October 2018  

Source: J. Ordonez-Lucena, P. Ameigeiras, D. Lopez, J.J. Ramos-Munoz, J. Lorca, J. Folgueira, Network  

“Slicing for 5G with SDN/NFV: Concepts, Architectures and Challenges” ,   

IEEE Communications Magazine, 2017, Citation information: DOI 10.1109/MCOM.2017.1600935 
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Categories of 5G fundamental scenarios 

 Massive machine type communication (mMTC)  

 Ultra reliability low latency communication (URLLC) 

 Enhanced mobile broadband (eMBB) 

 

 different requirements on 5G:  functional (e.g. priority, charging, policies, 

security, and mobility) and performance (e.g. latency, mobility, availability, 

reliability and data rates) - dedicated slices can be constructed 

 

New services and use-case perspectives in the 

context of the 5G technology 

Source: End to End Network Slicing – White paper 3 Outlook 21,  Wireless World , Nov 2017 
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Use-cases family and category per 3GPP and NGMN 

New services and use-case perspectives in the 

context of the 5G technology 

Source: MGMN 5G WHITE PAPER, NGMN Alliance, white paper, 

https://www.ngmn.org/uploads/media/NGMN_5G_White_Paper_V1_0.pdf, Feb. 2015. 
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 Verticals and Use cases  

 Augmented Reality (AR)/ Virtual Reality (VR) 

 Strong-Interactive VR: Audio-visual interaction 

 Strong-Interactive VR: Low-delay speech and video coding 

 Strong-Interactive AR: Use Cases 

 Automotive (CV2X) 

 Infotainment 

 Telematics 

 Road Safety and Efficiency:  

 road warning, information sharing 

 Advanced Driving Service 

 Cooperative driving 

 Platooning 

 Tele-operation 

 Energy 

 Smart-grids, Micro-grids 

 Smart meters and aggregator gateways 

 Electricity traffic scheduling 

 
 

 
 

New services and use-case perspectives in the 

context of the 5G technology 
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 Verticals and Use cases (cont’d) 
 Healthcare 

 Hospitals, Rehabs and care homes 

 Health and wellness monitoring 

 Remote healthcare, Remote surgery 

 Industry 4.0, Manufacturing 

 Augmented reality, Control-to-control (C2C) 

 Motion control, Mobile robots and mobile platforms 

 Mobile Control Panels with Safety Functions, Closed-loop control 

 Process monitoring, Plant asset management 

 Internet of Things for Low Power Wide Area Applications 

 Asset Tracking and monitoring, Waste management, Smart parking, Smart 

manhole, Water metering, Gas Metering 

 Public Safety 

 Mission  critical : Push-To-Talk, data, video, IoT 

 Smart Cities 

 Intelligent lighting 

 Public safety 

 Emergency service management 

New services and use-case perspectives in the 

context of the 5G technology 
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 Conclusions 

 

 5G and slicing technology offer a large range of digital 

services in multi-tenant, multi-domain and E2E context 

 

 Still many R&D open issues related to  

• business models, architecture, services creation and 

management, network management and control, security, 

virtualisation techniques, implementation and deployment,  

etc. 

 

 Estimations exist - that commercial 5G-based networks will be 

available after 2020…. 

 

 Thank you ! 

New services and use-case perspectives in the 

context of the 5G technology 
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Cyber security and
computer viruses:

implications for the IT
Service Desk

Martin Wynn and Maryam Rezaeian

University of Gloucestershire



Information security in IT services
 Information Security is a critical part of how we run the

Infrastructure

 No industry segment is immune to cyber-attacks and the public
sector tops the list for targeted security incidents (Benson,
2017). Institutions should consider important structural and
resource-related issues before establishing such a competition.

 Critical infrastructures increasingly rely on information systems
and on the Internet to provide connectivity between
systems. Maintaining and protecting these systems requires an
education in information warfare that doesn't merely theorize
and describe such concepts

 Most organizations’ IT help desk serves as a clearinghouse of
information about internal and external activities, as well as
usage of technology. As such, it can be a logical first line of
defence against hackers and other criminals.



Issues/dangers

 User Account Policy (there are staff accounts that
are still alive)

 Privileged Access (Admin rights)

Managing the security Configuration (such as
password, unnecessary software)

 Security update (windows update on users
machine)

 System Administrators

Mobile devices and IPad and users devices



Potential solutions/Challenges

 Secure the internet connection (use the firewall to
secure the internet connection)

 Secure University’s devices and software (choose the
most secure settings for your devices and software)

 Control access to the university data and services
(control who has access to our data and services)

 Protect from viruses and other malware (protect
ourselves from Viruses and other malware)

 Keep the university devices and software up to date



valentin.plenk@iisys.de

The Institute of Information Science at Hof University
Digital Mobility Systems / User Assistance Systems / Citizen Science



3

The Team



Industry 4.0 Testcenter at the Institute of Information Systems, Hof
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Analog to Digital – Production Log

Wirtschaft 4.0
im Mittelstand



Analog to Digital – Workflow
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Bildquelle: eigenes Foto Bildquelle: eigener Screenshot mit Camunda Modeler erstelltes Diagramm

Wirtschaft 4.0
im Mittelstand



Analog to Digital – Condition Monitoring
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Wirtschaft 4.0
im Mittelstand

Auswertung des
Motorherstellers

Auswertung des
Lagerherstellers

Auswertung des
Anlagenbauers

Fräser

Werkstück

Machine 
Health Status

Cloud

V. Plenk and F. Ficker. Industrie 4.0. In D. Wolff and R. Göbel, editors, 
Digitalisierung: Segen oder Fluch, chapter 2, pages 29 – 54. Springer, Berlin, 2018.



Smart devices / Citizen Science
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Smart devices / Citizen Science
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Digital Mobility

Funded by

§ Motion profiles are
§ incomplete
§ imprecise
§ dependent on many

constraints
§ Motion profiles as such do not 

provide sufficient explanations for
movements!

§ Model based prediction



Phone +49 9281 409-3000
Fax +49 9281 409-4000

mail@hof-university.de
www.hof-university.de

Institut für 
Informationssysteme
der Hochschule Hof (iisys)
Alfons-Goppel-Platz 1
95028 Hof 

Vielen Dank.

Phone +49 9281 409-4690
Fax +49 9281 409-55-4690

valentin.plenk@iisys.de
www.iisys.de

Thanks for listening

Institut für 
Informationssysteme
der Hochschule Hof (iisys)
Alfons-Goppel-Platz 1
95028 Hof 



Deception, Disinformation, Digital 
Services in Cyber Environments

Nitin Agarwal (nxagarwal@ualr.edu) 
Maulden-Entergy Endowed Chair and Distinguished Professor 

Collaboratorium for Social Media and Online Behavioral Studies (COSMOS)
University of Arkansas – Little Rock
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Cross-Media Disinformation Campaigns

A blog using YouTube video to 
spread anti-NATO propaganda 

suggesting NATO’s troops 
obstructing Russian operations in 

Syria thereby helping ISIS. 

A blog using YouTube video to 
spread anti-NATO propaganda by 
suggesting NATO is waging war 

against Syrian refugees. 

A YouTube channel with several 
Anti-NATO propaganda videos. 

The channel is called, “ANTI 
NATO”. 
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Social Cyber Forensics
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• What is Cyber Forensics?
o It is the science of collecting, analyzing, and reporting of evidence in a legal way. These 

evidences can be used to detect or prevent a crime or a dispute where evidences are 
stored digitally.

• What do we mean by Social Cyber Forensics?
o It is a branch of "Cyber Forensics" and defined as the process of investigating the 

relationships between "entities" (single actors, groups, organizations, nation-states, etc.) 
and revealing the digital connections among them in social media space by 
extracting/collecting metadata associated with their social media accounts, e.g., 
affiliations of the user, geolocation, IP address.
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1 comment

New intervention in Libya? 
utug [user], Wednesday, 5 February 2014, 12:06 0/0

Anti-NATO Force Retreat Areas in Southern Libya 

For nearly seven months in 2011, NATO planes - particularly from the US, France, Britain and Canada - conducted a massive bombing campaign in Libya intended to overthrow the
government of Muammar Gaddafi.  
Now, just two and a half years later, this puppet government is losing ground in southern and western Libya for pro-Gaddafi forces, who have taken back several cities and an air base.  
These developments have prompted French Admiral Edouard Guillard to appeal for a renewed imperialist intervention in Libya, claiming that developments on the southern border could lead
to a "terrorist threat." 

Over 100,000 people have died in Syria over the last three years since the US and Saudi Arabia have promoted a counterrevolutionary assault on the population. The current Geneva II talks
in Switzerland are ostensibly designed to reach a political solution in Syria, but the US and its allies are continuing to finance and coordinate those seeking the overthrow of the government of
President Bashar al-Assad.  

Anti-war and anti-imperialist groups in the Western states should oppose this military and political interference in the internal affairs of the African, Middle Eastern and Asian states - such as
Afghanistan, where after 12 years the Pentagon-NATO forces are no closer to victory Than in 2001. The US and NATO must be forced to withdraw their occupying forces and shut down their
military bases. 

http://www.informationclearinghouse.info/article37521.htm

comments

DJS  @DJSiri · 1 Feb 2014
Towards a Renewed Imperialist Intervention in Libya? Anti-NATO Forces 
Retake Areas in Southern Libya http://shar.es/Q3nCy  @ayashbn7
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Anonymous  @OpPinkPower · 31 Jan 2014
Towards a Renewed Imperialist Intervention in Libya? Anti-NATO Forces 
Retake Areas in Southern Libya http://www.globalresearch.ca/anti-nato-forces-retake-areas-in-southern-libya/5366962?utm_source=rss&utm_medium=rss&utm_campaign=anti-nato-forces-retake-areas-in-southern-libya&utm_source=globalresearch&utm_medium=twitter …
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ervention in Libya? Anti-NATO Forces Retake Areas in Southern Libya
Quociente Cultural®  @GloriaSacer · 31 Jan 2014
Towards a Renewed Imperialist Intervention in Libya? Anti-NATO Forces 
Retake Areas in Southern Libya | @scoopit :tt//hpsco.lt/57VGAT 
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Home » Global » Anti-NATO forces retake areas in southern Libya

Anti-NATO forces retake areas

in southern Libya

By Abayomi Azikiwe posted on January 29, 2014

For nearly seven months in 2011,
NATO planes — particularly from
the U.S., France, Britain and Canada
— carried out a massive bombing
campaign in Libya intended to
overthrow the government of
Muammar Gaddafi.

After getting the U.N. Security
Council to pass a resolution
imposing an arms embargo on Libya
and then another authorizing a so-

Custom Search

Your support has kept Workers.org free on
the Web since 1994. Be a supporter at
https://www.patreon.com/wwp

Donate to WORKERS.ORG

HOME NEWS MUNDO OBRERO WWP BOOKS CONTACT ARCHIVES DONATE JOIN WWP

 Date...

STOP THE WAR IN LIBYA. WE DEMAND IT
via Libyan broken heart

For nearly seven months in 2011, NATO planes — particularly from the
U.S., France, Britain and Canada — carried out a massive bombing
campaign in Libya intended to overthrow the government of Muammar
Gaddafi.

After getting the U.N. Security Council to pass a resolution imposing an
arms embargo on Libya and then another authorizing a so-called “no-fly
zone” in which only their planes could fly, the imperialists succeeded in
having Gaddafi captured and brutally killed, opening the way for the
establishment of a new regime that would further their interests in that oil-
rich North African country.

Now, just two and a half years later, this puppet government is losing
ground in southern and western Libya to pro-Gaddafi forces,

Like Page

February 1, 2014 · 

Towards a Renewed Imperialist

Intervention in Libya? Anti-NATO

Forces Retake Areas in Southern

Libya

For nearly seven months in 2011, NATO planes —…
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Cross Media Dissemination of Content
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MI6 and Princess Diana: Unpublished
Document pertaining to the “Car Accident
Plot”. Sworn Testimony of Former MI6 Agent
Tomlinson

IAEA Certifies Iran’s Compliance with
Nuclear Deal

Arkema CEO: “No Way to Prevent Imminent
Explosion” at Texas Chemical Plant

Millions Worldwide Hit by Unprecedented
Flooding as Climate Change Becomes a
Deadly Reality

Death Toll Expected to Rise as Chemical
Explosions Add to Devastation Caused by
Hurricane Harvey
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GLOBAL RESEARCH VIDEOS

By Kurt Nimmo
Global Research, June 23, 2015
Infowars 22 June 2015

Region: Russia and FSU
Theme: Militarization and WMD, US NATO War Agenda

In-depth Report: UKRAINE REPORT

US Will Provide Weapons For NATO Commandos to Attack
Ukrainian Separatists

Pentagon boss Ashton Carter has announced the United States “will
contribute weapons, aircraft and forces, including commandos, for
NATO’s rapid reaction force” to defend against “Russia from the east
and violent extremists from the south,” according to the Associated
Press.

Carter did not specify who the “extremists from the south” are, but a
recent NATO military exercise in Poland left little doubt.

During the largest maneuver by NATO since the end of the Cold War, a rapid reaction force in Poland
staged a mock raid in the fictional country of Botnia.

377 11 0 538

“US will provide weapons 
to NATO Commandos to 
attack Ukrainian 
separatists.”

Public Posts See All

438438 127 Comments 327 Shares

Alex Jones
June 22, 2015 at 11:43am · 

US push to defeat separatists in #Ukraine.
http://www.infowars.com/us-will-provide-wea…See more

US Will Provide Weapons for NATO Commandos to
Attack Ukrainian Separatists » Alex Jones'…
www.infowars.com

221221 48 Comments 286 Shares

Global Research (Centre for Research on Globalization)
June 23, 2015 at 2:30pm · 

The Pentagon has yet to reveal the number of troops
that will participate in the battle against…See more

US Will Provide Weapons For NATO Commandos to
Attack Ukrainian Separatists
www.globalresearch.ca

2424 1 Comment 20 Shares

Infowars Nightly News
June 23, 2015 at 5:30pm · 

NATO Heavy Weapons Fueling World War III - NATO is
pushing civilization dangerously…See more

NATO Heavy Weapons Fueling World War III
www.youtube.com
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Info Terrorism  @InfoTerrorism · 22 Jun 2015
US Will Provide Weapons for NATO Commandos to Attack Ukrainian 
Separatists http://dlvr.it/BHpvL9 
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New Right Media  @NewRightMedia · 22 Jun 2015
US Will Provide Weapons for NATO Commandos to Attack Ukrainian 
Separatists http://dlvr.it/BHq049  Infowars #News
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The World Crisis  @CrisisDigest · 22 Jun 2015
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Cyber Forensic Analysis -
Blogs
Case Study 1
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Cyber Forensic Analysis – Anti-NATO Blogs

Cyber forensic analysis helps 
extracting metadata, such as,

• Web traffic tracker codes (Google 
Analytics IDs)

• Email addresses

• IP address

• Contact details e.g., phone number

• Names under which the domain is 
registered

• Other digital presence e.g., Twitter 
handles, YouTube links, Facebook 
profile, other blogs, etc.

* Upcoming book on Social Cyber Forensics, Al-Khateeb & Agarwal (2018). Springer Briefs
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Cyber Forensics Using Web Traffic Trackers 
(Google Analytics ID)
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Cross Media Campaign Network

Founder of

@nomilservice

@warresistant

Founder of

affiliated to

No Military Service Facebook page
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Cyber Forensics – Identifying Bridge Bloggers

Blog in Spanish Same Blog in English

Blogger’s Google Plus Profile
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Automated Blog Farms (via Tracker Codes)

● Blogs mentioning Ukraine’s  recent political 
events (January 2018 onwards).

● Fabricate perception of a virtual crowd.

Automated Blog farms or blog bots observed

11Agarwal, Nitin IARIA SoftNet 2018, Nice, France



Disinformation Campaign Coordination

12

• The above figure is a network of blogsites and shared hyperlinks. 
• The network contains 21 blogs (red nodes) and 2,321 hyperlinks 

(blue nodes).
• Size of a node is proportional to the number of hyperlinks (i.e., 

out-degree centrality).
• Edge thickness is proportional to the number of times a blogsite 

has a hyperlink.

• The above figure is a network of blogs based on 
commonly shared hyperlinks.

• The network is fully connected, i.e., a clique, 
where every blog is connected with every other 
blog. 

• This depicts massively coordinated information 
campaign

Agarwal, Nitin IARIA SoftNet 2018, Nice, France
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Reuters article on the destruction of Swedish TV mast. 
Published: 18 May 18 2016. Last accessed: 03 June 2016.

RT.com article mocking the Reuters article. Published: 21 
May 2016. Last accessed: 03 June 2016.

Information Operations and Googlearchy

*Accepted at ASONAMAgarwal, Nitin IARIA SoftNet 2018, Nice, France



Information Operations and Googlearchy
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Figure 37.  Twitter accounts who tweeted the RT.com article (Maltego). Maltego, a cyber 
forensics tool, helped identify these additional accounts. Tone of the tweet is negative as reported 
by the sentiment analysis feature of Maltego (far left in the image above). News Now Travel 
(@NewsNow_Travel) identified in this analysis (far left in the image above) actively tweets links 
to its parent website, USNewsNow.org that is heavily infested with viruses.  
 

Effort Period: 2427 May 

 
The end of the exercise saw a resurgence in Russian Twitter traffic, contributing 58.9% of all 
tweets, out of a total of 13,955 tweets collected by Scraawl. 

  

Figure 38. Scraawl Timeline, May 2325, 2016. Report 15680 

41 - NATO FOUO 

 

Swedish TV Mast Propaganda (May 21, 2016)  

Another Saturday offering by Russian media during the late exercise period, i.e. was a 21 May 
oped piece in RT_COM that mocked the involvement of Russia in the destruction of the Swedish 
TV mast. The original article was published by Reuters 
(http://www.reuters.com/article/usswedenmastsidUSKCN0Y921R) that contemplated 
involvement of Russia in this act of vandalism after the loss at the Eurovision contest along with 
the possibility of pranksters. RT.com instantly scoffed at the article and in a mocking tone 
published “Really? 'Russia destroys Swedish TV mast ... over Eurovision loss'” (available at, 
https://www.rt.com/opedge/343901putindestroysswedishmast/) projecting the Reuters’ article 
as another streak in the pattern of hysteria and the west’s effort to demonize Russia. (Screenshots 
of the articles are inlcuded in the appendix) RT.com tweeted this article on Twitter (screenshot 
included in the appendix) and several bots picked up the story and intensified the amplification in 
order to delegitimize the Reuters’ story.  
 
This visualization of the Twitter network from University of ArkansasLittle Rock depicts 
mentions of this article and its author (@danielleryanj).  
 

 
 
Figure 35: Twitter network of the mentions of the RT.com’s Swedish TV mast story and its author 
(@danielleryanj) 
 
This visualization shows that that RT.com was the most important spreader of this information 
followed by the author @danielleryanj. In the figure above users connected to RT.com and/or 
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Cyber Forensic Analysis –
YouTube (vlogs)

Case Study 2
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Propaganda on YouTube
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● Total number of videos: 2,449

● Total number of views: 4,743,103

● Number of subscribers: 24,830

● Most videos posted in last week, yet received over 
1,000,000 views in total. 

● Related channels - RT, Russia Insight

● Collected 15,401 comments from 788 videos (data collection 
currently ongoing)
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Video and Comment Posting Trend

The sharp increase in number of videos posted and a similar increase in the number of comments is suspiciously interesting.

Video Posting Trend Comment Posting Trend

17



Video-Commenter Network

Core commenters. Prolific commenters that commented on 
several videos posted on this channel.  Next, we investigate 

these core commenters in depth.

Peripheral commenters. Either stragglers or 
they posted just single comments

Red nodes are commenters

Green nodes are videos posted 
on ‘Follow the Money’ channel.
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1
2

3

4

4 comments out 
of 10

1 comments 
out of 3

1 comments out 
of 3

Word cloud of 
comments posted by 
brokers in 2, 3, and 4

The commenter clique (1) is mainly amplifying the 
russia, putin, world war signal and the brokers (2, 3, 4) 
are connecting trump and other US political narratives 
(e.g., jobs, elections, hillary) to this conspiracy.

Co-commenter Network
Word cloud of comments 
posted by the clique in 1Analyzing core commenters reveal small but dense 

communities, i.e., group of commenters who have commented 
frequently on same set of videos. 

4217 comments

1976 comments

The clique (1) commented on 6 videos. Two most commented 
videos by the commenter clique are shown below.

73 comments out of 148

69 comments out of 148

19
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IO and Googlearchy (YouTube Commenter Bots)

20

● Two commenters are connected if they commented on a video.

● Large Communities of commenters exist. 

Commenter cliques observed
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Botnets – Evolution and Dissemination
*published in NATO Defense Strategic Communication

21Dragoon Ride 2015 Trident Juncture 2015Crimean Invasion 2014 ISIS Propaganda 2016

COORDINATION/BEHAVIOR COMPLEXITY

URL
User

Mutual reciprocity. 
IFYFM & FMIFY

No mutual reciprocity. 
Coordination in information network

Organizational hierarchy. 
Core and peripheral bots
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Fake Content Engagement
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Social Media Footprint – Cyber Forensics

● The same video appeared on YouTube in 2016, 2017, and 2018 
on the following channels:

○ FOLLOW THE MONEY
■ Published on Apr 18, 2018
■ https://www.youtube.com/watch?v=i9K1wYHYsak

○ WORLD NEWS UPDATE
■ Published on Sep 20, 2017
■ https://www.youtube.com/watch?v=rMQofGXhtVQ

○ SHOCK NEWS
■ Published on Apr 26, 2017
■ https://www.youtube.com/watch?v=WONxppeB3wk

○ Julian Assange TV
■ Published on Dec 3, 2016
■ https://www.youtube.com/watch?v=Ijd-FtnWFew

○ Doll Channel
■ Published on Nov 6, 2016
■ https://www.youtube.com/watch?v=OzuWOxXHIP4

○ Robert Christiansen
■ Published on Oct 11, 2016
■ https://www.youtube.com/watch?v=JJa41eD59-I

○ Flat Earth Verified
■ Published on Jul 4, 2017
■ https://www.youtube.com/watch?v=KT-OxdVMFsg

The same video was shared 975 times by 30 YouTube channels.
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The title of the video was tweeted by the following Twitter handles:
• Trending NATO News
• @NATOlizer
• Faramarz Kashigari
• @farazkashigari
• Rhodonbrown
• @rhodonbro

The video is related to the following domains:
● www.stanvanhoucke.blogspot.com
● www.freewka.com
● www.euvolution.com
● www.thesaker.is
● www.trendsreader.com
● v2.godsterz.com
● oriharu.net
● www.whlib.ac.cn
● www.express.co.uk
● www.pinterest.com
● www.greenspun.com
● www.mydailyinformer.com
● http://revolutionradio.org
● http://beforeitsnews.com

Social Media Footprint – Cyber Forensics
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The title of the YouTube video appeared 
on multiple Pinterest pages.

The title of the YouTube video 
appeared on 
www.mydailyinformer.com which 
does not exist anymore.

The video also appeared on GenTube.co
which is a SUSPICIOUS video website

Social Media Footprint – Cyber Forensics
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Challenges

• Data collection/data retention/data sharing policies
• Privacy (GDPR, etc.)
• How we can advance the debate over social cyber security leading 

to policy and action in the cyber diplomacy space.
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Resources

Springer books available as

Printed book

Available from springer.com/shop

eBook

Available from your library or
▶ springer.com/shop

MyCopy

Printed eBook for just
▶ € | $ 24.99
▶ springer.com/mycopy

Submission information at the series homepage and springer.com/authors
Order online at springer.com ▶ or for the Americas call (toll free) 1-800-SPRINGER ▶ or email us at:
customerservice@springer.com. ▶ For outside the Americas call +49 (0) 6221-345-4301 ▶ or email us at:
customerservice@springer.com.

SpringerBriefs in Computer Science
Series Editors: S. Zdonik (et al.)

SpringerBriefs present concise summaries of cutting-edge research and practical
applications across a wide spectrum of fields. Featuring compact volumes of 50 to 125
pages, the series covers a range of content from professional to academic.
 
Typical topics might include:
 
 
• A timely report of state-of-the art analytical techniques
• A bridge between new research results, as published in journal articles, and a contextual

literature review
• A snapshot of a hot or emerging topic
• An in-depth case study or clinical example
• A presentation of core concepts that students must understand in order to make

independent contributions
Briefs allow authors to present their ideas and readers to absorb them with minimal time
investment. Briefs will be published as part of Springer’s eBook collection, with millions
of users worldwide. In addition, Briefs will be available for individual print and electronic
purchase. Briefs are characterized by fast, global electronic dissemination, standard
publishing contracts, easy-to-use manuscript preparation and formatting guidelines, and
expedited production schedules. We aim for publication 8-12 weeks after acceptance.
Both solicited and unsolicited manuscripts are considered for publication in this series.

Recently published:

E. Henrique Molina da Cruz, M. Diener, P. Olivier Alexandre Navaux
Thread and Data Mapping for Multicore Systems
Improving Communication and Memory Accesses

G. Baranwal, D. Kumar, Z. Raza, D.P. Vidyarthi
Auction Based Resource Provisioning in Cloud Computing

A. Iorliam
Fundamental Computing Forensics for Africa
A Case Study of the Science in Nigeria

Upcoming Volumes:

S. Kumar, N. Baliyan
Semantic Web-Based Systems
Quality Assessment Models

J. Hu, K. Yang
Data and Energy Integrated Communication Networks
A Brief Introduction

Samer Al-khateeb and Nitin 
Agarwal. Social Cyber 
Forensics. Springer Briefs in 
Computer Science. Fall 
2018.

springer.com

1st ed. 2019, X, 234 p. 46 illus., 29 illus. 
in color.

Printed book
Hardcover

Ca. 84,99 € | Ca. £74.99 | Ca. 
$109.99

Ca. 90,94 € (D) | Ca. 93,49 € (A) | [1]

Ca. CHF 93,50

eBook
71,39 € | £59.99 | $84.99

71,39 € (D) | 71,39 € (A) | CHF [2]

74,50

Available from your library or
springer.com/shop

MyCopy [3]

Printed eBook for just

€ | $ 24.99
springer.com/mycopy

Nitin Agarwal, Nima Dokoohaki, Serpil Tokdemir (Eds.)

Emerging Research 
Challenges and 
Opportunities in 
Computational Social 
Network Analysis and Mining
Series: Lecture Notes in Social Networks

Illuminates several fundamental and powerful yet theoretically obscure 
aspects of computational social network analysis

Serves as a comprehensive reference for anyone interested in newer ICTs, 
examining their role in decision and policy making, understanding the 
dynamics of interaction, communication, and information propagation, and 
researching in social networks

Provides an extensive repository of data sets and tools that can be used by 
researchers leading to a perpetual and synergistic advancement of the 
discipline

The contributors in this book share, exchange, and develop new concepts, ideas, principles, and 
methodologies in order to advance and deepen our understanding of social networks in the 
new generation of Information and Communication Technologies (ICT) enabled by Web 2.0, 
also referred to as social media, to help policy-making. This interdisciplinary work provides a 
platform for researchers, practitioners, and graduate students from sociology, behavioral 
science, computer science, psychology, cultural studies, information systems, operations 
research and communication to share, exchange, learn, and develop new concepts, ideas, 
principles, and methodologies.

Lifelong 40% discount for authors

 Part of

Order online at springer.com / or for the Americas call (toll free) 1-800-SPRINGER /
or email us at: customerservice@springernature.com. / For outside the Americas call +49 (0) 6221-345-4301 /
or email us at: customerservice@springernature.com.

The first € price and the £ and $ price are net prices, subject to local VAT. Prices indicated with [1] include VAT for 
books; the €(D) includes 7% for Germany, the €(A) includes 10% for Austria. Prices indicated with [2] include VAT for 
electronic products; 19% for Germany, 20% for Austria. All prices exclusive of carriage charges. Prices and other 
details are subject to change without notice. All errors and omissions excepted. [3] No discount for MyCopy.

Nitin Agarwal, Nima
Dokoohaki, Serpil Tokdemir. 
Emerging Research 
Challenges and 
Opportunities in 
Computational Social 
Network Analysis and 
Mining. Lecture Notes in 
Social Networks. 2018.
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Resources

Samer Al-khateeb, Nitin 
Agarwal, Rick Galeano, and 
Rebecca Goolsby. Examining 
the Use of Botnets and their 
Evolution in Propaganda 
Dissemination. Journal of NATO 
Defence Strategic 
Communications, Vol. 2, pp. 87-
112. 2017.

28Agarwal, Nitin

Nitin Agarwal and Kiran Kumar 
Bandeli. Blogs, Fake News, and 
Influence Operations. Digital 
Hydra: False Information Online 
as a Weapon, NATO StratCom
COE, November 2017.

IARIA SoftNet 2018, Nice, France

DIGITAL HYDRA:
SECURITY IMPLICATIONS OF 
FALSE INFORMATION ONLINE

ISBN: 978-9934-564-19-2



Tools

• Tools Developed: 
• Blogtrackers - http://blogtrackers.host.ualr.edu/
• YouTubeTracker - http://youtubetracker.host.ualr.edu/ 
• Focal Structure Analysis - http://fsa.host.ualr.edu/ 

• Follow us: @cosmographers
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STRUCTURE
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STRUCTURE
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