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1. Introduction
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 Security in cloud computing really is a 
“Scrutinized Marriage”: challenging, needs a 
careful understanding and involves many areas

 Cloud computing provides convenient, on-
demand access to a shared pool of resources: 
networks, servers, storage, applications, and 
services 

 It is necessary security in many layers of 
software and hardware!



• Applications and web

• Virtualization 

• Cryptography

5

1. Introduction
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identities rely on
Business
online

SECURITY

Digital identity: electronic 

representation of sensitive information

Users want privacy!

1.1 Motivation



Deployment of security in large-scale scenarios is 
cheaper (filters, patch management, virtual 
machine protection)

Large cloud providers can hire experts

Updates are faster in homogeneous environments to 
respond to incidents

Standard images of VMs and software can be 
updated with security configurations and patches

“Same value of security investments buy better 
protection"
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1.1 Motivation



Defenses of cloud environments can be 

more robust, scalable and have a better 

cost-effective, but ...

.... the large concentration of resources 

and data is a more attractive target for 

attackers
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1.2 Cloud security 
challenges and problems
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 A great number of threats: data breaches, data loss, 
abuse of cloud services, …  

 Enterprises are increasing cloud use and need 
security

 Identities are spread all over cloud computing

 Privacy issues have to be improved and satisfied

 Trust should be well defined



2. Basic Concepts
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2.1 Cloud Computing

2.2 Security



2.1 Cloud Computing
NIST SP-800-145 - The NIST Definition:

“A model for enabling ubiquitous, convenient, on-

demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned 

and released with minimal management effort or service 

provider interaction. This cloud model promotes 

availability and is composed of five essential 

characteristics, three service models, and four 

deployment models.”

11
Source: Stallings, 2014



Cloud Computing Elements
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Source: Stallings, 2014



Cloud Computing Context

Source: Stallings, 2014
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Popular services
 IaaS: Amazon EC2, Windows Azure, 

Rackspace (backup)

 PaaS: Google App Engine, Cloud Foundry, 
force.com

 SaaS: Office 365, Dropbox, salesforce.com, 
Google Apps

 Cloud management: CloudStack, OpenStack

14

 http://cloudtaxonomy.opencrowd.com/

 http://talkincloud.com/

http://cloudtaxonomy.opencrowd.com/static/cloudtaxonomy/pdf/cloud_taxonomy_arch.pdf


NIST Cloud Computing 
Reference Architecture (NIST SP 500-292 )

“The NIST cloud computing reference architecture focuses 

on the requirements of “what” cloud services provide, not 

a “how to” design solution and implementation. The 

reference architecture is intended to facilitate the 

understanding of the operational intricacies in cloud 

computing. It does not represent the system architecture 

of a specific cloud computing system; instead it is a tool 

for describing, discussing, and developing a system-

specific architecture using a common framework of 

reference.”

15
Source: Stallings, 2014



NIST Reference Architecture

16
Source: Stallings, 2014



Roles and Responsibilities

Cloud carrier
• connectivity and transport of cloud 

services between consumers and CPs

Cloud broker
• Useful when cloud services are too complex for a cloud 

consumer to easily manage

• Service intermediation

• Value-added services such as identity management, 
performance reporting, and enhanced security

• Service aggregation

• The broker combines multiple services to meet consumer 
needs not specifically addressed by a single CP, or to optimize 
performance or minimize cost

• Service arbitrage

• flexibility to choose services from multiple agencies

Cloud auditor
• An independent entity that can 

assure that the CP conforms to a 
set of standards

17

Source: 

Stallings, 

2014



18Source: https://wiki.lrg.ufsc.br/mediaWiki/index.php/Cloud.



2.2 Security

19

• only authorized users have access to 
information

Confidentiality

• prevent/detect modification/corruption 
of information

Integrity

• ensure that legitimate users will have 
properly allowed access

Availability

• guarantee the validity of data and 
identity informationAuthenticity



2.2 Security
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 Threats – conditions or events that provide a 
potential security violation

 Vulnerability – failure or improper feature 
that can be exploited

 Attack – set of actions made by unauthorized 
entity seeking security breaches



2.2 Security
OWASP Top Ten

A1 – Injection flaws, such as SQL, OS, and LDAP injection 
occur when untrusted data is sent to an interpreter as 
part of a command or query. The attacker’s hostile data 
can trick the interpreter into executing unintended 
commands or accessing data without proper 
authorization. 

A3 - Cross-Site Scripting (XSS) occur whenever an 
application takes untrusted data and sends it to a web 
browser without proper validation or escaping. XSS allows 
attackers to execute scripts in the victim’s browser which 
can hijack user sessions, deface web sites, or redirect the 
user to malicious sites. 

21



SQL Injection – Illustrated
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"SELECT * FROM 

accounts WHERE 

acct=‘’ OR 1=1--

’"

1. Application presents a form 

to the attacker

2. Attacker sends an attack in 

the form data

3. Application forwards attack 

to the database in a SQL 

query

Account Summary

Acct:5424-6066-2134-4334

Acct:4128-7574-3921-0192

Acct:5424-9383-2039-4029

Acct:4128-0004-1234-0293

4. Database runs query 

containing attack and sends 

encrypted results back to 

application

5. Application decrypts data 

as normal and sends results 

to the user

Account: 

SKU: 

Account: 

SKU: 

Source: OWASP Top Ten Site
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Cross-Site Scripting Illustrated

Application with 

stored XSS 

vulnerability

3

2

Attacker sets the trap – update my profile

Attacker enters a 

malicious script into a 

web page that stores 

the data on the server

1

Victim views page – sees attacker profile

Script silently sends attacker Victim’s session cookie

Script runs inside 

victim’s browser with 

full access to the DOM 

and cookies

Custom Code
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3. Cloud Security Concerns

26

3.1 Identity and access management

3.2 Privacy

3.3 Trust management and federations



Cloud Security Alliance Top Threats

• Bugiel et al. 2011 run their tool on 
publicly Amazon EC2 images-SSH 
user keys were leaked.

1. Data Breaches

• Mat Honan: attackers broke into 
Mat’s Apple, Gmail and Twitter 
accounts. All of his personal data in 
those accounts were erased.

2. Data Loss

• XSS in cloud service providers can be 
exploited by attackers to steal end-
user credentials (Amazon 2010- Zeus 
botnet, Salesforce 2015).

3. Account Hijacking

27

CSA 2013: top threats 



Cloud Security Alliance Top Threats
• Customers use APIs and interfaces to 

manage cloud services. Problems: 
anonymous access or reusable 
passwords, authentication and 
unencrypted data transmission, 
improper authorization, monitoring and 
limited logging.

4. Insecure 
APIs

• To force the victim to consume 
inordinate amounts of processor power, 
memory, disk space or network
bandwidth. DDoS attacks can cause an 
intolerable system slowdown. XML-
based (X-DoS), HTTP-based (H-DoS).

5. Denial of 
Service

28

CSA 2013: top threats 
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Cloud Security Alliance Top Threats
• The malicious insider has increasing levels 

of access to critical systems/data.
6. Malicious 

Insiders

• Unlimited computing power, network and 
storage used by a registered user who can be 
spammer or distribute malicious code.

7. Abuse of 
Cloud Services

• Without a complete understanding of the 
CSP, organizations are taking on unknown 
levels of risk they may not comprehend.

8. Insufficient 
Due Diligence

• Lack of strong isolation properties for a 
multi-tenant architecture (IaaS), re-
deployable platforms (PaaS), or multi-
customer applications (SaaS).

9. Shared 
Technology 

Issues
30

CSA 2013: top threats 



Cloud Security Countermeasures

Data 
breaches 
and data 
loss

implement strong API access control; 
encrypt and protect integrity of data in 
transit; analyze data protection at both 
design and run time; implement strong 
key generation, storage and management, 
and destruction practices

Account  
hijacking

prohibit the sharing of account credentials 
between users and services; leverage 
strong two-factor authentication where 
possible; employ proactive monitoring to 
detect unauthorized activity; understand 
CP security policies and SLAs

31



Cloud Security Countermeasures

Insecure 
APIs

analyzing the security model of CP 
interfaces; ensuring that strong 
authentication and access controls are 
implemented in concert with encryption 
machines; understanding the dependency 
chain associated with the API

Malicious 
insiders

specify human resource requirements as 
part of legal contract; require 
transparency into overall information 
security and management practices; 
determine security breach notification 
processes

32



Cloud Security Countermeasures
Abuse of 
Cloud 
Services

stricter initial registration and validation 
processes; enhanced credit card fraud 
monitoring; comprehensive introspection 
of customer network traffic; monitoring 
public blacklists

Shared 
Technology 
Issues

security for installation/configuration; 
monitor environment for unauthorized 
changes/activity; strong authentication 
and access control; enforce SLAs; conduct 
vulnerability scanning and configuration 
audits

33



Guidelines on Security and Privacy in Public Cloud 
Computing

Governance

Compliance

Trust

Architecture

Identity and Access Management

Software isolation

Data protection

Availability

Incident response

NIST SP 800-144

34
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Cloud Security Alliance

• Governance domains

• Operational domains
1. Traditional Security, Business Continuity, and 

Disaster Recovery

2. Datacenter operations

3. Incident Response

4. Application Security

5. Encryption and Key Management

6. Identity, Entitlement, and Access Management

7. Virtualization

8. Security as a Service
36



Cloud Security as a Service (SecaaS)
CSA - Cloud Security Alliance, 2013

Source: Stallings, 2014

37



Challenges - Multi-tenancy
• Different needs: security, SLA, governance, 

policies...

38



Challenges – Applications and IAM

• Application security (IaaS, PaaS, SaaS)

• Identity and Access Management (IAM) 

▫ Proliferation of identities

▫ Single Sign On

▫ Identity Federation

▫ Privacy

▫ Access control

39



3.1 Identity and Access Management

40

“The process of creation, management 
and use of identities and the 
infrastructure that provides support 
for this set of processes.”

 Multiple identities:
 Work
 Shopping 
 Hospital
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3.1 Identity and Access Management

Components (ISO/IEC 24760-1):

 Entity: an item inside a system - a person, a 
device, an organization, a SIM card, a passport

 Identity: set of attributes related do an entity

 Identifier: unique identity; distinguishes one 
entity from another in a domain 

 Credential: representation of an identity 
(facilitates data authentication of identity info) 
– username/password, PIN, smartcard, passport
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3.1 Identity and Access Management

 Identity Provider (IdP): provides identity 
information; usually authenticates an entity

 Service Provider (SP)/Relying Party (RP): 
provides services and usually receives 
credentials from a trusted IdP to perform 
authorization tasks
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3.1 Identity and Access Management
 Federation: 

 agreement between two or more domains 
specifying how identity information will be 
exchanged and managed for cross-domain 
identification purposes

 agreement on the use of common protocols 
and procedures (privacy control, data 
protection, standardized data formats and 
cryptographic techniques)

 enables Single Sign-On (SSO)



3.1 Identity and Access Management

44
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Without 
Federation

Source: https://www.incommon.org/images/with_without_lg.jpg
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Source: https://www.incommon.org/images/with_without_lg.jpg

With 
Federation
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Open source technologies
 Shibboleth (https://shibboleth.net/)

 Internet 2 

 SAML (Security Assertion Markup Language)

 Academy (some commercial members)

 OpenID Connect (http://openid.net/connect/)

 Defined protocol

 OpenID Foundation

 JSON (JavaScript Object Notation) + OAuth 2

 Academy and industry

Demo site: https://aai-demo.switch.ch

https://aai-demo.switch.ch/
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Shibboleth flow
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Shibboleth flow
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Federations
 Shibboleth

 InCommon, United States

 SWITCHaai, Switzerland

 HAKA, Finland

 CRU, France

 RCTSaai, Portugal

 CAFe, Brazil

 RADIUS Federation

 eduroam (education roaming)
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OpenID Connect (OIDC) flow
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SAML x OIDC
SAML OIDC

Service
Provider

SP RP (Relying Party)

Identity
Provider

IdP OP (OpenID Connect 
Provider)

Attributes Attributes Scopes (groups of 
attributes)

Language XML JSON+REST

Encryption TLS JOSE (JSON Object Signing 
and Encryption)

SSO Web SSO only Yes

Mobile Apps Web browser only Mobile app & Web browser

Source: http://apicrazy.com/2014/08/18/why-the-future-of-identity-is-openid-connect-and-not-saml/

http://apicrazy.com/2014/08/18/why-the-future-of-identity-is-openid-connect-and-not-saml/
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IAM Systems in Cloud

Source: Bertino and Takahashi, 2010.



IAM in Cloud – CSA Guide
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Domain 12 - Identity, Entitlement, & Access 
Management

 Identity Provisioning

 Authentication

 Federation

 Access Control and User profile management

 IDaaS – Cloud Identity as a Service
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IAM services
 Vendors

 Centrify

 OneLogin

 Ping Identity

 Covisint

 SailPoint Technologies

 CA Technologies

 Okta

 ForgeRock (OpenAM)



3.2 Privacy

56

“Privacy refers to the ability of the 
individuals to protect information about 
themselves.” (Goldberg, Wagner and Brewer, 1997)

“Protection of personally identifiable 
information (PII) within information and 
communication technology (ICT) 
systems.” (ISO/IEC 29100, 2011)



3.2 Privacy
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 Characteristics (Birrell and Schneider, 2013) 

 undetectability - concealing user actions

 unlinkability - concealing correlations 
between combinations of actions and 
identities (for example, untraceability)

 selective disclosure/confidentiality -
enabling users’ control over dissemination 
of their attributes
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PII

Source: ISO/IEC 29100, 2011



3.2 Privacy
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Privacy Protection in IDM (ISO/IEC 29100):

 Selective disclosure: gives a person a 
measure of control over the identity info 

 Minimal disclosure: minimum information 
strictly required

 Pseudonym identifier: contains the minimal 
identity information to allow a verifier to 
establish it as a link to a known identity

 Anonymity: an entity can be recognized as 
distinct, without sufficient info to establish a 
link to a known identity 



3.2 Privacy

60



3.2 Privacy - Legislation
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 Europe:  Directive 95/46/ec – protection of 
personal data

 Brazil: Law n. 12965 from April 23rd, 2014 -
establishes principles, guarantees, rights and 
duties for the use of the Internet (privacy 
protection)

 USA: HIPAA (Health Insurance Portability and 
Accountability Act of 1996) - privacy of 
individually identifiable health information

 Canada: Personal Information Protection and 
Electronic Documents Act



62Source: Corella and Lewison, 2013



3.2 Trust management and federations
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“When Alice trusts Bob, A is willing to assume 
an open and vulnerable position and expects 
Bob to refrain from opportunistic behavior even 
if there is the possibility to show this behavior.” 

“Technically, entity A trusts entity B if B
can break the security or privacy policy of A 

without A’s cooperation or knowledge. ”

(Adapted from Alpar, Hoepman and Siljee, 2011)



3.2 Trust management and federations
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 An identity federation is a trust relationship! 

 Identity provider: correct behavior to 
authenticate the user and to provide user 
attributes

 Service provider: correct behavior in 
providing the service 

 Both have to follow federation agreements, 
security and privacy policies



3.2 Trust management and federations
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Trust techniques in cloud (Noor et. al., 2013):

 Policy:  one of the most popular; specifies a 
minimum trust threshold in order to 
authorize access (metrics of SLA, credibility)



3.2 Trust management and federations
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…Trust techniques in cloud (Noor et. al., 2013):

 Recommendation

 Reputation

 Prediction



4. Related work and Technologies 
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4.1 Research questions

4.2 Research proposals

4.3 Current Technologies



4.1 Research questions
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IAM Privacy problems 

 Leak of identification attributes

 User identity discovery

 Unnecessary release attributes to SP

 Users are not aware of which attributes are 
disseminated 

 Improper handling of attributes

 Unauthorized access to resources

 Discovery of sensitive information



4.1 Research questions
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 Lack of control over user's PII

 Lack of PII release policies (lack support 
and transparency to disseminate PII)

 Lack of privacy control in interactions



4.1 Research questions
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 Levels of trust in cloud federations

 Privacy in cloud federations

 Cloud authorization 

 Confidence in security of cloud 
environments and cloud services

 Intrusion detection in cloud



4.2 Research proposals
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 Sanchez et. al., 2012: The work uses a 
reputation metric for trust and dynamic 
federation establishment in cloud. Privacy 
preferences are defined by the user.



72Source: Sanchez et. al., 2012



4.2 Research proposals
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 Celesti et. al., 2010: proposes InterCloud 
identity management infrastructure in order 
to enable cloud federations using 
authentication of home clouds in IdPs of 
foreign clouds.



74Source: Celesti et. al., 2010



4.2 Research proposals
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 Betge-Brezetz et. al., 2012: It was proposed an 
architecture able to tackle multilevel privacy 
policies (the application level actions and the 
cloud infrastructure level actions). This 
architecture is based on a paradigm of 
sticking the policies to data.



76Source: Betge-Brezetz et. al., 2012



77Source: Betge-Brezetz et. al., 2012



4.2 Research proposals
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 dos Santos et. al., 2014: A dynamic risk-based access 
control architecture for cloud computing

 Weingärtner and Westphall, 2014: Enhancing Privacy on 
Identity Providers

 Werner et. al., 2015: An Approach to IdM with Privacy in 
the Cloud

 Bodnar et. al., 2016: Towards Privacy in Identity 
Management Dynamic Federations

 Silva et. al., 2015: Model for Cloud Computing Risk 
Analysis

 Vieira et. al., 2015: Providing Response to Security 
Incidents in the Cloud Computing with Autonomic 
Systems and Big Data



79Source: dos Santos et. al., 2014



80Source: Weingärtner and Westphall, 2014



81Source: Werner et. al., 2015



82



83Source: Bodnar et. al., 2016



4.2 Research proposals
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The following paper is detailed in the next slides:

 Silva et. al., 2015: Model for Cloud Computing Risk 
Analysis



Introduction

Related Works

The RACLOUD Model

Results

Conclusions

Future Works

Summary

Source: Silva et. al., 2015 85



Introduction

Risk analysis has been a strategy used to address 
the information security challenges posed by 
cloud computing.

Recent approaches on cloud risk analysis did not 
aim at providing a particular architecture 
model for cloud environments.

Source: Silva et. al., 2015 86



Current models have the following deficiencies:

Deficiency in the adherence of Cloud 
Consumer (information assets).

Deficiency in the scope (security 
requirements).

Deficiency in the independence of results.

Source: Silva et. al., 2015

Introduction

87



This work proposes a model for performing risk 
analyzes in cloud environments:

Considers the participation of the CC (Cloud 
Consumer).

Enabling the development of a risk analysis 
scope that is impartial to the interests of the 
CSP (Cloud Service Provider).

Does not have the centralized performance of 
risk analysis for the CSP.

Source: Silva et. al., 2015

Introduction

88



Related Work

 Ristov (2012): Risk analysis based on ISO 27001;

 Ristov (2013): Risk Analysis for OpenStack, 
Eucalyptus, OpenNebula and CloudStack 
environment;

 Mirkovié (2013): ISO 27001 controls the cloud;

 Rot (2013): Study of threats in the cloud;

 Liu (2013): Risk assessment in virtual machines;

Source: Silva et. al., 2015 89



 Hale (2012): SecAgreement for monitoring 
security metrics;

 Zech (2012): Risk analysis of external interfaces;

 Wang (2012): Analysis of risk based CVE 
(Common Vulnerabilities Exposures);

 Khosravani (2013): A case study of the 
requirements of CC;

 Lenkala (2013): Metrics for risk analysis in the 
cloud.

Source: Silva et. al., 2015

Related Work

90



The RACLOUD Model

Risk Definition Language

Architectural Components

Risk Modeling 

Risk Specification Phase

Risk Evaluation Phase

Source: Silva et. al., 2015 91



Risk Definition Language

Source: Silva et. al., 2015 92



Architectural Components

Source: Silva et. al., 2015 93



Source: Silva et. al., 2015

Risk Modeling 

94



Risk Modeling 

Source: Silva et. al., 2015 95



Risk Specification Phase

Source: Silva et. al., 2015 96



Risk Evaluation Phase

Source: Silva et. al., 2015 97



Source: Silva et. al., 2015

Results and Discussion

98



Results and Discussion

Source: Silva et. al., 2015 99



Conclusions

The proposed model changes the generally 
current paradigm (CC and ISL).

To reduce excess CSP responsibility for risk 
analysis.

CC itself can perform risk analysis on its 
current or future CSP.

Source: Silva et. al., 2015 100



4.2 Research proposals
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The following paper is detailed in the next slides:

 Vieira et. al., 2015: Providing Response to Security 
Incidents in the Cloud Computing with Autonomic 
Systems and Big Data



Background
The quickly expansion in the volume of data 

generated in the private cloud infrastructure has 
created a very valuable content for hackers, 
crackers and other cyber-criminals. 

Source: Vieira et. al., 2015 102



Background

90% of all data in the world were created in 
the last two years.

It is expected to grow 300 times by 2020 
about 5 terabytes for each person on the 
planet.

Or 40.000 exabytes. 

Or 40 Zettabyte.

Source: Vieira et. al., 2015 103



Background
In this context we need:

 a highly effective and quickly reactive 
security system gains importance; 

 an IDS with fast response system;

 in a BigData.

Source: Vieira et. al., 2015 104



Autonomic Computing 
Is inspired by the autonomic nervous system of the 

human body which can manage multiple key functions 
through involuntary control. 

The autonomic computing system is the adjustment of 
software and hardware resources to manage its 
operation, driven by changes in the internal and 
external demands. 

It has four key features, including:
self-configuration, 

self-healing, 

self-optimization and

self-protection. 

Source: Vieira et. al., 2015 105



self-configuration: the system must dynamically adjust its resources 
based on its status and the state of the execution environment 

self-healing: the system must have the ability to identify potential 
problems and to reconfigure itself in order to continue operating 
normally 

self-optimization: the system is able to detect performance degradations 
and functions to perform self-optimization 

self-protection: the system is able to detect and protect its resources from 
external and internal attackers, maintaining its overall security and 
integrity 

Source: Vieira et. al., 2015

Autonomic Computing 

106



Structure of an autonomic system: 
• Monitor, 
• Analysis, 
• Planning, 
• Executor and
• Knowledge

• (MAPE-K) cycle 

Source: Vieira et. al., 2015

Autonomic Computing 

107



Source: Vieira et. al., 2015 108



IRAS 
Intrusion 

Responsive 
Autonomic 

System

Source: Vieira et. al., 2015
109



Monitoring 
The first phase of the MAPE-K autonomic 

cycle corresponds to monitoring. 

In this step, sensors are used in order o 
obtain data, reflecting changes in behavior 
of the managed element, or information 
from the execution environment that is 
relevant to the self-management process. 

Collects data from IDS logs in the Hypervisor 
and VMs, network traffic in the entire 
infrastructure, system logs, and data 
communication. 

Source: Vieira et. al., 2015 110



Analysis 
The analysis phase queries the 

monitoring data looking for events 
that can characterize attacks. 

Zikopoulos [21] defines the three data 
characteristics of Big Data sets: 

volume, 

variety, 

velocity.

Source: Vieira et. al., 2015 111



Analysis 

volume: large volume of data 
from network;

variety: Log, network, system 
data;

velocity: grow fast (GB/s).

Source: Vieira et. al., 2015 112



Analysis 

We made a map reduced over the 
collected data to identify 
signatures of known attacks;

Reduce to:

Source IP

Destination IP

Port

Attack Source: Vieira et. al., 2015 113



Planning 
The Planning Phase receives events 

from the analysis phase and must 
choose one action to offer the 
autonomic system properties:

self-configuration, 

self-healing, 

self-optimization, and self-protection. 

To carry out the planning, the 
Expected Utility technique was chosen. 

Source: Vieira et. al., 2015 114



Utility Function
Here we consider the use of utility to find the 

best response to the attacks. 

The utility function comes from economy 
studies.

Source: Vieira et. al., 2015 115



Utility Function
The higher the U, the better. The utility function is expressed as 

follows: 

An example of the application of utility:
Let us say that in a meal the utility of coffee is 1, orange juice, 

2, bread, 3 and a cookie, 4. 
Thus, we can express the utility of breakfast by: U (drink, 

solid) = u.

The option with the highest utility should be chosen, 
which in this case would be U (orange, cookie) = 6. 

Source: Vieira et. al., 2015 116



Expected Utility 
Incrementing our utility function with the 

uncertainty that the response may block an 
attack and bring self-healing to the 
environment, we use the probability of the 
event .

Source: Vieira et. al., 2015 117



Expected Utility 

For example, given a scan attack, one possible 
response is to block the source IP. 

The probability of this event succeeding is 50%. 

If the value of the block IP action has a utility 
value of 5, we can express this as follows: 

Source: Vieira et. al., 2015 118



Executor 

After calculating 
the response with 
the highest 
expected utility, it 
is possible to 
forward the 
response to an 
executing agent in 
the Cloud. 

Source: Vieira et. al., 2015 119



Execution
It uses Cloudera, Xen Cloud and Cloud 

Stack

We use JnetPCap to capture network 
traffic and the parse data. 
Afterwards we used MapReduce to 
organize the data by source IP, 
transport layer and application layer 

We prepared two types of simulation 
data to perform the tests data 
representing legitimate actions 

Data representing knowledge
attacks. 

Source: Vieira et. al., 2015 120



Execution
This module was the critical 

processing point. To perform 
the MapReduce, 1841 seconds 
were needed to process 10 GB. 
The results are shown in 
Figure 

Source: Vieira et. al., 2015 121



Conclusion
We propose an autonomic computation system to 

respond attacks in cloud environment.  

The solution was distributed into four main 
modules: Monitoring, Analysis, Planning and 
Execution. 

A prototype was presented.

For the Planning module, in order to make the best 
attack response decisions the expected utility 
function was used.

This solution makes it possible for the Cloud 
environment to have a self-healing capability 
against attacks. 

Source: Vieira et. al., 2015 122



Conclusion
For future research, we suggest focusing on the 

need to improve the performance of the 
Analysis module in order to have a greater 
efficiency of resource use, in relation to the 
large amount of data. 

It is also possible to use a resource limit 
criterion for the utility function, to get the 
best response, which uses fewer cloud 
computing resources. 

Source: Vieira et. al., 2015 123



Amazon AWS http://aws.amazon.com/security/

IAM (http://aws.amazon.com/iam/)

• Users, groups, roles, permissions

• Multiple users, individual credentials and 

permissions

• Federation services (AD, SAML, OIDC)

Other security controls

• Encryption utilities, use of TLS (https)

• Network security (firewalls, DoS)
124
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 Shibboleth (https://shibboleth.net/)

 uApprove

 Demo site: https://aai-demo.switch.ch/secure-uApprove/

 uApproveJP – Gakunin Federation

 Privacy policies for the entire federation

 OpenID Connect (http://openid.net/connect/)

 User consent

 The default is the complete scope (all 
attributes)
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uApprove
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uApproveJP
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 FINEP/RENASIC Project: Privacy+IAM+Cloud

 Extension of MITREid (OpenID Connect)

 CloudStack VMs

4.3 Current Technologies
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OIDC



131

OIDC
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5. Conclusions

 Security in cloud computing is really a “Scrutinized 
Marriage”?

 Privacy issues in IAM

 PII control of users

 Models to assist users in data dissemination during 
the interaction

 User preferences guarantees on the SP side

 Encryption of PII

 Security policies in IdP and SP 

 Agreement on privacy issues in federations 
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5. Conclusions

 Identity Management used in cloud computing

 Help to increase cloud security

 Federations enable SSO and improve security

 There are many challenges that still require 
research and practical developments!
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